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Motivation

e Resilience in extreme-scale supercomputers is an optimization problem
between the key design and deployment cost factors:

- Performance, resilience, and power consumption

 The challenge is to build a reliable system within a given cost budget that
achieves the expected performance.

e This requires fully understanding the resilience problem and offering
efficient resilience mitigation fechnologies.

- Whatis the fault model of such systems?

- Whatis the impact of faults on applications?
- How can mitigation in hard-/software help and at what cost?
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Characterizing Supercomputer Faults, Errors and Failures

Novel Ideas:

» Applies a unified taxonomy for supercomputer
faults, errors and failures

» Understanding resilience is a data analytics
problem, requiring fusion and analysis of different
logs and system health data

Impact:

Develops an understanding of observed and
inferred supercomputer reliability conditions

Extrapolates this knowledge to future systems

Enables the systematic improvement of resilience in
extreme-scale systems

Keeps applications running to a correct solution in a
timely and efficient manner in spite of frequent
faults, errors, and failures
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Accomplishments:

» Analyzed 1.2 billion node hours of logs from the
Jaguar, Titan, and Eos systems at OLCF

» Developed tools for analyzing logs and creating a
fault, error and failure catalog

» Created novel modeling techniques to characterize
temporal and spatial failure behavior
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Figure: Each system goes through phases of high and low stability due to
continuous efforts of system administrators to improve overall system reliability

Saurabh Gupta, Devesh Tiwari, Tirthak Patel, and Christian Engelmann. Reliability of HPC systems:
Large-term Measurement, Analysis, and Implications. SC’17. DOI 10.1145/3126908.3126937.
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Characterizing Supercomputer Faults, Errors and Failures

%

OAK RIDGE

National Laboratory

w 14.0%

o OLCF
S 12.0%

©

= 10.0%

8

S 8.0%

o 6.0%

o

S 4.0%

ot

o 2.0%

(9]

a 0.0% R 1

O 20 0 O O ,\‘00 '\,’LQ ’\,D‘Q «\60

Time between two failures (in hours)

(a) Jaguar XT4

20.0%
OLCF

15.0%

10.0%

5.0%f

Percentage of total failures

0.0% L
Q rLQ N 0 0 ,\QQ '\"LQ \‘D‘Q »\‘60
Time between two failures (in hours)

(b) Titan

Percentage of total failures

14.0%
12.0%
10.0%
8.0%
6.0%
4.0%
2.0%
0.0%

OLCF

s 1

O 10 p0 O O ,\'QQ '\'LQ ,\5‘0 »\‘60

Time between two failures (in hours)

(c) Eos

Failure inter-arrival time for 3 studied systems (MTBF as red vertical line)
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(c) Titan

Spatial distribution of failures among cabinets for 3 studied systems
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GPU Failures and Replacements in ORNL'’s Titan

GPU swaps detected at inventories (narrow blue) and yearly sum totals for 2014 and later ( )
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Root Cause: Non-ASR Components on SXM GPU

LT
Fm -
f.T'

<ANVIDIA, . .
IRNEE : 'i'” 1 -

NVIDIA SXM — Location of a non-ASR

Silver-sulfide corrosion
"Flowers-of-Sulfur”

ASR = Anti-Sulfur Resistor

National Laboratory
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Cray XK7 Titan — Weekly GPU Failures

Cray XK7 Titan - Weekly GPU Failures, All Categories, 2014 - Present
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Rolling replacement of predicted
SXM/GPU failures slows/reverses
failure rates, as expected.
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GPU Life Visualization: Serial Number View

Critical for:

Understanding data
Defining GPU Life

Data processing
verification

Produced in R via ggplot2 and lubridate packages
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GPU Life Visualization: Location View

Critical for:
« Understanding data
« Defining GPU Life

« Data processing
verification

Produced in R via ggplot2 and lubridate packages
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Traditional Reliability in HPC is Focused on MTBF

EEm Old GPUs: DBE data
Emm Old GPUs: OTB data
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New GPUs: OTB data

100

600
—%— ALL GPUs: DBE

—8— ALL GPUs: OTB
500 -+ Old GPUs: DBE
¥ Old GPUs: OTB

80

N
o
o

60

Count

300

40

Number of Failures

N
o
o

20

100 N
NI
0l 0 3 4 5 6
MTBF (years)
2501 s Individual GPU Reliability: MTBF histogram for units that had at least one failure.
~%:+ DBE or OTB Interpret carefully: lacks information from units with no failures!
2004
m New GPUs: DBEorOTB o W — - | =
5 1501 2001 Old GPUs: DBE or OTB LT I B - 605
2 == ALL GPUs: DBE or OTB o ]
" 1751 <« 558
£ 1001 T z
150 - 5o &
501 £ 1251 . 3
2 45
4 100 / 5
01 £ / L40 §
751 / E
50 / L35 E
System-wide Reliability: Quarterly number of failures (top) and s ] 302
MTBF (bottom). 4 2
0 = . . | 5| | o o =] = .
[\ IS\ & o [\ v & o (g S\
'19\:\ '19« 'P\'« '»&/\ f»°\'% q?ﬂ'% '19\'% ’1,6& ’9@ '»Q&
0ld-New as Two Partitions: MTBF differs by 12x factor!
OAK RIDGE G. Ostrouchov, D. Maxwell, R. Ashraf, C. Engelmann, M. Shankar, and James Rogers. GPU Lifetimes on Titan Supercomputer: Survival Analysis and Reliability. 33rd IEEE/ACM International Conference on
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Cage and Node Effect Explainable by Airflow in Cabinet
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Fill-in Scheduling Effect Explainable via Torus Coordinate

Variable N Events Hazard ratio Variable N Events | Hazard ratio
col col -

(X-1) 744 173
(X-2) 759 169

(x-25) 772 97 E B

x-3) 739 217
(x-24) 755 88 E B
(X-4) 759 266
(x-23) 752 125
(x-5) 744 225
(x-22) 758 131
9 (X-6) 758 259
10 (x-21) 739 180
11 (X-7) 760 233
12 (X-20) 756 228
13 (X-8) 759 242
14 (x-19) 743 228
15 (X-9) 753 257
16 (x-18) 754 224
17 (X-10) 758 207
18 (X-17) 758 194
19 (X-11) 751 192
20 (X-16) 766 217
21 (X-12) 759 218
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LogSCAN: A Big Data Analytics Framework for HPC Log Data

* Improved the analysis of supercomputer
reliability, availability and serviceability
(RAS) logs using modern Big Data
analytics tools to understand resilience
iIssues at scale

</ Tornado : %

« Assessing system status, identifying @
reliability event patterns and correlating i e
events with application performance & @ oo
improves supercomputer efficiency by |
identifying error and failure modes el PR
S’
° Created a multi_user B|g Data analytiCS Compute and Data Environment for Science (CADES) @ fapactor

framework — Log processing by Spark
and Cassandra-based ANalytics
(LogSCAN) — in ORNL’s private cloud of

Compute and Data Environment for B. H. Park, Y. Hui, S. Boehm, R. A. Ashraf, C. Layton, and C. Engelmann. A Big Data
: Analytics Framework for HPC Log Data: Three Case Studies Using the Titan
Science (CADES) Supercomputer Log. HPCMASPA'18. DOI 10.1109/CLUSTER.2018.00073.

LogSCAN analyzes logs and health data in a combined offline/online fashion
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Analyzing the Impact of System Reliability Events on
Applications in the Titan Supercomputer

 Created an understanding of the impact 10* ,
of non-fatal reliability events on scientific 102 '
application performance.

*»
<>
e 2 J
> o
<>
L 4

102

e
Hoxoemne
e

10t

» &

» Co-analyzed 13 months of application
scheduling and reliability event data from
ORNL’s Titan supercomputer

100

—{H
|_|].|.-.
-
N

10°1

1072

Slowdown (w.r.t. no event case)

o Studied the performance characteristics 103
of scientific applications which are most E 5 383tz rsgEs3¢t¥4H¢ze s
affected by RAS events S 2 5 §E e85 23 2 3
E =S8 2 5 8 w324 5
 Identified system components that are &7 = =&Lf iy
most likely to impact the performance of g
scientific applications Event Class
o i o Slowdown assessment of applications executed on ORNL'’s Titan
* Quantified the slowdown of scientific supercomputer due to reliability issues in various system components:

application jobs due to RAS events from

different Components R. A. Ashraf and C. Engelmann. Analyzing the Impact of System Reliability Events on

Applications in the Titan Supercomputer. FTXS18. DOI 10.1109/FTXS.2018.00008
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System Information Entropy: A Comprehensive Informative Metric for
Analyzing HPC System Status

» Created the System Information
Entropy (SIE) metric to concisely
represent health status in a time series

* This metric aids operators in assessing
system health status by easily and
quickly identifying its changes

« Used ORNL’s multi-user Big Data
analytics framework (LogSCAN)

* Analyzed 3+ years of log data from
ORNL'’s Titan (Jan. 2015 — Mar. 2018)

SIE with Source Type layout (top),
» Applied Principal Component Analysis SIE with Nodal Map layout (middle), and

and Shannon Entropy Theory to Total event count (bottom)
calculate SIEs based on different
record vs. feature views of the data

Y. Hui, B. Park, and C. Engelmann. A Comprehensive Informative Metric for Analyzing HPC
System Status using the LogSCAN Platform. FTXS18. DOI 10.1109/FTXS.2018.00007.
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Evaluating System Health with System Information Entropy (SIE)

3D General Form of Data Table Variance Distribution of Principal Components
Feature 1 Feature 2 Feature N jp— o-l
Record 1 2D fl Zlf O'l

Record 2

1D Shannor;c Entropy
H==) &ilogs()

— Entropy: in a general "b-ary” form
2D Principal Components in Feature Space 1D System Information Entropy (SIE)
SVD = g; W(t) = pH®)
oj: i-th variance out of k eigenvalues of the SVD decomposition b: the logarithmic base used in calculating H. In our analysis, b = 10.

Application System Impact (ASI)

System Reliability Event Counts

A= [ay az--ay] ASI = — 2 =

ausn
|

a;: total event counts for the application
I ll;, and || [[;, represent the L;- and L,-norm applied on A, respectively.

The value of ASl is limited to the range (0, 1). When ASI approaches 1, it represents high sparsity or a time interval in which only a few applications are generating
most of system reliability events and vice versa.

%OAK RIDGE

National Laboratory




DOE Early Career Award: Resilience Design Patterns

Novel Ideas: Accomplishments:
» Design patterns that cover the hardware and * Resilience design pattern specification with
software architecture aspects of resilience taxonomy, survey, and pattern anatomy,

lassification, catal dl
« Methods and metrics to holistically evaluate classiiication, catalog and language

and coordinate fault management * GMRES solver with portable multi-resilience

against process failures and data corruption
« Reusable programming templates for Jainst p " upt

resilience portability » Performance, reliability and availability models
for 15 structural resilience design patterns

Behavioral . State
vr

* Tools for trading off performance, resilience,
and power consumption at design and run time

Structural
Monitoring
Prediction
Restructure
N-Modular
Redundancy
Self-Aware

Impact:

Reinitialization
Rollback
Rollforward
Correction Code
Recovery Block

>
k<)
-
=
I}
I
(2]
=
5]
=
=
o
<

Forward Error
N-Version Design
Natural Tolerance

Self-Healing

Rejuvenation

Static State

Dynamic State
Environment State

- Enables the systematic improvement of T
resilience in extreme-scale systems

Stateless

Design Self- Self-

Checkpoint '
Diversity Masking Correction | !

Recovery Redundancy

Diagnosis Reconfiguration

| Architectural
T

s Keeps applications running to a CorreCt Fault Treatment Recovery Compensation Self-Stabilization : Stateful
solution in a timely and efficient manner in 1 i ||
spite of frequent faults, errors, and failures Figure: The 31 identified resilience design patterns

Strategy |
1
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Resilience Design Patterns Specification

« Taxonomy of resilience terms and metrics
o Survey of resilience techniques
» Classification of resilience design patterns

« Catalog of resilience design patterns
— Uses a pattern language to describe solutions

— 4 strategy patterns, 7 architectural patterns, 15
structural patterns, and 5 state patterns

» Case studies using the design patterns
» Aresilience design spaces framework
» Version 2.0 to be released by the end of 2020

ORNL/TM-2017/745

Resilience Design Patterns

A Structured Approach to Resilience at Extreme Scale - version 1.2

Saurabh Hukerikar
Christian Engelmann

Approved for public release. August 2017
Distribution is unlimited.

OAK RIDGE NATIONAL LABORATORY
MANAGED BY UT-BATTELLE FOR THE US DEPARTMENT OF ENERGY

Saurabh Hukerikar and Christian Engelmann. Resilience Design Patterns: A Structured Approach to Resilience at Extreme Scale (Version
1.2). Technical Report, ORNL/TM-2017/745, Oak Ridge National Laboratory, Oak Ridge, TN, USA, August, 2017. DOI: 10.2172/1436045
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Design Space Exploration for Resilience

» Vertical and horizontal pattern
compositions describe the resilience
capabilities of a system

e Pattern coordination leverages
beneficial and avoids counterproductive
interactions

« Pattern composition optimizes the
performance, resilience and power
consumption trade-off

%OAK RIDGE
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. | Scig Specific Librariels
o Debugging,
£ Numi MPI, OpenMP, Profiling
o CUDA Runtimes Libraries,
[ .
T | Runtimes
s Monitoring Job
Framework H File System “' " Scheduler -+
o -
5§ ' Heartbeat BLCR Rollback and
"i E S Monitor Checkpoint Restart
n 8 :
n perating System |
o DRAM NVLink + IB
P : Local
CBU ECC Detection ‘ GPU or Storage &
° = Accelerator SAN
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PLEXUS: A Pattern-Oriented Runtime System Architecture for
Resilient Extreme-Scale High-Performance Computing Systems

o PLEXUS implements pattern instances to
provide a resilient environment for HPC
applications

« Offers strategies for the resilience
patterns to be instantiated, modified and
destroyed by the runtime based on
policies to meet resiliency needs

» Prototype covers MPI process failures
and transient data corruption for a
GMRES solver.

S. Hukerikar and C. Engelmann. PLEXUS: A Pattern-Oriented
Runtime System Architecture for Resilient Exireme-Scale High-
Performance Computing Systems. 25th IEEE Pacific Rim
International Symposium on Dependable Computing (PRDC)
2020, Perth, Australia, December 1-4, 2020.
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Application Interfaces

Pattern Property Manager @

Debugging,
Profiling
Libraries,
Runtimes

[ Scientific Domain Specific LibrariesJ

MPI, OpenMP,
CUDA Runtimes

Numerical Libraries J

Plexus Resilient
Runtime System

Pattern Factory Pattern Modifier Pattern Recycle

System Management Interface

[ Monitoring Framework M Job Scheduler M Node-level Scheduler J

Architecture of the Plexus resilient runtime system, interfacing
with programming model runtimes, libraries, system monitoring
and job and resource management.



Future Research and Development Needs

« We need to design the HPC hardware/software ecosystem to be able to deal with high
error and failure rates, expected and unexpected!

- Resilience research and development is, in part, risk mitigation against the unexpected
- There is always a cost/benefit frade-off that needs to be considered
— Resilience mitigation mechanisms should be a toolbox with lofs of options

» Resilience should be by design and not as an afterthought

- Resilience is a crosscutting issue that should be considered everywhere (and not only in
architecture)

After 25 years, MPIl is still not fault tolerant, while PYM was fault tolerant 28 years ago in 1993
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Short-term Future Research and Development Needs

« Portable system/center monitoring and analysis solutions
- Collecting the right metrics
- Proper identification of faults (online)
- Fast and accurate root cause analysis (online and offline)
- Using advanced statistical techniques and ML

<+ There is some ongoing work at the facilities, but it is disconnected from recent research

* Low-overhead software mitigation techniques (beyond global checkpoint/restart)

- OS/R and programming model runtime resilience features
- Resilience for workflows

< There is some ongoing work in fault tolerant programming models, but it is underfunded and community adoption is low
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Other Future Research and Development Needs (1/2)

o Smart systems and facilities
- Autonomous resource management that considers the system/facility state and the involved trade-offs
- Automatic adaptation of systems and facilities in real-time to emerging reliability issues using Al
- Machine-in-the-loop operational intelligence (OODA loop to improve productivity and lower costs)

» Resilience in federated/distributed/complex computing environments
- Instruments/laboratories using edge and center computing for science feedback on experiments
- Real-time and urgent computing that has specific resilience needs

« Understanding the resilience problem in non von Neumann architectures
- E.g., neuromorphic computing
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Other Future Research and Development Needs (2/2)

* Resilience by design
- Design space exploration that considers resilience in addition to performance and power/energy
- Performance/energy/resilience co-design
- Programming for resilience (higher-level abstractions and programming models)

» Resilient algorithms and probabilistic/approximate computing
- Algorithm-based fault tolerance
- Coded computing
- Naturally resilient algorithms

 End-to-end resilience (integrity of data and computation)
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