
ORNL is managed by UT-Battelle, LLC for the US Department of Energy

Designing Smart and Resilient Extreme-Scale Systems

Christian Engelmann, Ph.D. 
Senior Scientist & Group Leader
Intelligent Systems and Facilities Group
Advanced Computing Systems Research Section
Computer Science and Mathematics Division
Oak Ridge National Laboratory



22

Recent Anecdotes

• 11,000 out of 18,800 GPUs had to be replaced in ORNL’s Titan 
supercomputer in 2016-18 due to a serious reliability issue

• Google in 2021 reported that certain processor cores compute wrong 
results, such that some encrypted data could only be decrypted on cores 
it was encrypted on

• Meta (Facebook Engineering) revealed in 2021 experiences with silent 
data corruption at scale

• A 2022 New York Times article, titled “Chip Errors Are Becoming More 
Common and Harder to Track Down”, detailed some of the ongoing 
issues with computer hardware reliability
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The HPC Resilience Challenge

• Resilience in extreme-scale supercomputers is an optimization problem 
between the key design and deployment cost factors:
– Performance, resilience, and power consumption

• The challenge is to build a reliable system within a given cost budget that 
achieves the expected performance

• This requires fully understanding the resilience problem and offering 
efficient resilience mitigation technologies
– What is the fault model of such systems?
– What are realistic expectations for reliability?
– What is the impact of faults on applications?
– How can mitigation in hard-/software help and at what cost?
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Characterizing Supercomputer Faults, Errors and Failures
Novel Ideas:

• Applies a unified taxonomy for supercomputer 
faults, errors and failures

• Understanding resilience is a data analytics 
problem, requiring fusion and analysis of different 
logs and system health data

Impact:

• Develops an understanding of observed and 
inferred supercomputer reliability conditions

• Extrapolates this knowledge to future systems

• Enables the systematic improvement of resilience in 
extreme-scale systems

• Keeps applications running to a correct solution in a 
timely and efficient manner in spite of frequent 
faults, errors, and failures

Accomplishments:

• Analyzed 1.2 billion node hours of logs from the 
Jaguar, Titan, and Eos systems at OLCF

• Developed tools for analyzing logs and creating a 
fault, error and failure catalog

• Created novel modeling techniques to characterize 
temporal and spatial failure behavior

Figure: Each system goes through phases of high and low stability due to 
continuous efforts of system administrators to improve overall system reliability
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Fig. 7: Spatial distribution of failures among cabinets in the system.

TABLE IV: Results of KS-test: D-statistic and critical D-value for
0.05 significance level.

System D-statistic Critical D-value Null hypothesis
Jaguar XT4 0.5244 0.0455 Reject
Jaguar XT5 0.3955 0.0516 Reject
Jaguar XK6 0.4366 0.0516 Reject

Eos 0.1747 0.1408 Reject
Titan 0.3292 0.0364 Reject

We also conduct Kolmogorov-Smirnov test (KS-test) to
confirm that our observed empirical data is significantly dif-
ferent than uniform distribution. The null hypothesis in KS-
test is that the spatial distribution is taken from a uniform
distribution. Table IV shows the D-statistic and critical D-
value for a 0.5 significance level. For each system, we find
that the null hypothesis is rejected because D-statistic is higher
than critical D-value. Therefore, for all the systems we study
here, the observed distribution is significantly different than a
uniform distribution. We also looked at distributions of failures
on blade and node level, and observe that it also shows such
non-uniformity in the distribution. Due to lack of space, we
do not present these results.

Previous work [5] has shown that for some systems, the
failures are more concentrated in the upper cage in a cabinet
because upper cages are relatively hotter than lower cages and
hence, temperature-sensitive failures are more likely to occur
in upper cages. Therefore, the non-uniformity in the spatial
distribution may be attributed to this. To test this, we plotted
fraction of failures in three cage levels across all systems
(Fig. 8). We found that failures are not necessarily concentrated
in one particular cage level, indicating that power/cooling
mechanism is not necessarily causing all the spatial locality
observed on all systems.

Observation 8. Spatial distribution of failures is not uniform.
This indicates that some locations in the system are more likely
to see failures than others and this property exists across
all of the systems in our study. Also, we demonstrated that
spatial locality property is not an artifact of power/cooling
infrastructure.

This non-uniformity of spatial distribution suggests that
failure events are not independent in space. Therefore, we
study their spatio-temporal characteristics in the following
section.

E. Spatio-temporal Behavior of Failures

In this section, we compare the systems based on their
spatio-temporal behavior of system failure events. In other
words, we look at the recurrence of failures while taking their

Fig. 9: Distribution of failures among cage levels across all
systems for different failure types. Note that Cage 0 is the
lowest and Cage 2 is on top of the stack in the cabinet.

(a) Jaguar XT4 (b) Eos

Fig. 10: Spatial locality for Jaguar XT4 and Eos systems at
different granularity (time window of up to 96 hours).

location into account. We analyze spatio-temporal behavior us-
ing a conditional probability based measure of spatial locality.
We leverage previous works such as [18, 22] for quantification
of ‘spatial locality’ as a conditional probability. Spatial locality
is defined as the conditional probability that given a failure has
occurred in this location, what is the probability a failure will
reappear in the same locale in a given future window. We
express this idea mathematically in the following:

Assume a time series of events F where each event has a
timestamp (t) and location (✓). A time series will be as shown
below:

F0(t = 0, ✓0), F1(t1, ✓1), F2(t2, ✓2), .. Fn(tn, ✓n), ...

F0 is the current failure at t = 0 and Fn is a future failure at
time t = tn. Spatial Locality (SL) is the conditional probability
of the event, given current failure is at location A, that a future
failure within time T will be in the same locale. SL is also a
function of granularity ⇥ which decides if ✓0 and ✓n are in the
same locale. Eq. 2 shows the spatial locality SL(T,⇥) defined
as the conditional probability. Since, the system has more than
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TABLE IV: Results of KS-test: D-statistic and critical D-value for
0.05 significance level.

System D-statistic Critical D-value Null hypothesis
Jaguar XT4 0.5244 0.0455 Reject
Jaguar XT5 0.3955 0.0516 Reject
Jaguar XK6 0.4366 0.0516 Reject

Eos 0.1747 0.1408 Reject
Titan 0.3292 0.0364 Reject

We also conduct Kolmogorov-Smirnov test (KS-test) to
confirm that our observed empirical data is significantly dif-
ferent than uniform distribution. The null hypothesis in KS-
test is that the spatial distribution is taken from a uniform
distribution. Table IV shows the D-statistic and critical D-
value for a 0.5 significance level. For each system, we find
that the null hypothesis is rejected because D-statistic is higher
than critical D-value. Therefore, for all the systems we study
here, the observed distribution is significantly different than a
uniform distribution. We also looked at distributions of failures
on blade and node level, and observe that it also shows such
non-uniformity in the distribution. Due to lack of space, we
do not present these results.

Previous work [5] has shown that for some systems, the
failures are more concentrated in the upper cage in a cabinet
because upper cages are relatively hotter than lower cages and
hence, temperature-sensitive failures are more likely to occur
in upper cages. Therefore, the non-uniformity in the spatial
distribution may be attributed to this. To test this, we plotted
fraction of failures in three cage levels across all systems
(Fig. 8). We found that failures are not necessarily concentrated
in one particular cage level, indicating that power/cooling
mechanism is not necessarily causing all the spatial locality
observed on all systems.

Observation 8. Spatial distribution of failures is not uniform.
This indicates that some locations in the system are more likely
to see failures than others and this property exists across
all of the systems in our study. Also, we demonstrated that
spatial locality property is not an artifact of power/cooling
infrastructure.

This non-uniformity of spatial distribution suggests that
failure events are not independent in space. Therefore, we
study their spatio-temporal characteristics in the following
section.

E. Spatio-temporal Behavior of Failures

In this section, we compare the systems based on their
spatio-temporal behavior of system failure events. In other
words, we look at the recurrence of failures while taking their

Fig. 9: Distribution of failures among cage levels across all
systems for different failure types. Note that Cage 0 is the
lowest and Cage 2 is on top of the stack in the cabinet.

(a) Jaguar XT4 (b) Eos

Fig. 10: Spatial locality for Jaguar XT4 and Eos systems at
different granularity (time window of up to 96 hours).

location into account. We analyze spatio-temporal behavior us-
ing a conditional probability based measure of spatial locality.
We leverage previous works such as [18, 22] for quantification
of ‘spatial locality’ as a conditional probability. Spatial locality
is defined as the conditional probability that given a failure has
occurred in this location, what is the probability a failure will
reappear in the same locale in a given future window. We
express this idea mathematically in the following:

Assume a time series of events F where each event has a
timestamp (t) and location (✓). A time series will be as shown
below:

F0(t = 0, ✓0), F1(t1, ✓1), F2(t2, ✓2), .. Fn(tn, ✓n), ...

F0 is the current failure at t = 0 and Fn is a future failure at
time t = tn. Spatial Locality (SL) is the conditional probability
of the event, given current failure is at location A, that a future
failure within time T will be in the same locale. SL is also a
function of granularity ⇥ which decides if ✓0 and ✓n are in the
same locale. Eq. 2 shows the spatial locality SL(T,⇥) defined
as the conditional probability. Since, the system has more than
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TABLE IV: Results of KS-test: D-statistic and critical D-value for
0.05 significance level.

System D-statistic Critical D-value Null hypothesis
Jaguar XT4 0.5244 0.0455 Reject
Jaguar XT5 0.3955 0.0516 Reject
Jaguar XK6 0.4366 0.0516 Reject

Eos 0.1747 0.1408 Reject
Titan 0.3292 0.0364 Reject

We also conduct Kolmogorov-Smirnov test (KS-test) to
confirm that our observed empirical data is significantly dif-
ferent than uniform distribution. The null hypothesis in KS-
test is that the spatial distribution is taken from a uniform
distribution. Table IV shows the D-statistic and critical D-
value for a 0.5 significance level. For each system, we find
that the null hypothesis is rejected because D-statistic is higher
than critical D-value. Therefore, for all the systems we study
here, the observed distribution is significantly different than a
uniform distribution. We also looked at distributions of failures
on blade and node level, and observe that it also shows such
non-uniformity in the distribution. Due to lack of space, we
do not present these results.

Previous work [5] has shown that for some systems, the
failures are more concentrated in the upper cage in a cabinet
because upper cages are relatively hotter than lower cages and
hence, temperature-sensitive failures are more likely to occur
in upper cages. Therefore, the non-uniformity in the spatial
distribution may be attributed to this. To test this, we plotted
fraction of failures in three cage levels across all systems
(Fig. 8). We found that failures are not necessarily concentrated
in one particular cage level, indicating that power/cooling
mechanism is not necessarily causing all the spatial locality
observed on all systems.

Observation 8. Spatial distribution of failures is not uniform.
This indicates that some locations in the system are more likely
to see failures than others and this property exists across
all of the systems in our study. Also, we demonstrated that
spatial locality property is not an artifact of power/cooling
infrastructure.

This non-uniformity of spatial distribution suggests that
failure events are not independent in space. Therefore, we
study their spatio-temporal characteristics in the following
section.

E. Spatio-temporal Behavior of Failures

In this section, we compare the systems based on their
spatio-temporal behavior of system failure events. In other
words, we look at the recurrence of failures while taking their

Fig. 9: Distribution of failures among cage levels across all
systems for different failure types. Note that Cage 0 is the
lowest and Cage 2 is on top of the stack in the cabinet.
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Fig. 10: Spatial locality for Jaguar XT4 and Eos systems at
different granularity (time window of up to 96 hours).

location into account. We analyze spatio-temporal behavior us-
ing a conditional probability based measure of spatial locality.
We leverage previous works such as [18, 22] for quantification
of ‘spatial locality’ as a conditional probability. Spatial locality
is defined as the conditional probability that given a failure has
occurred in this location, what is the probability a failure will
reappear in the same locale in a given future window. We
express this idea mathematically in the following:

Assume a time series of events F where each event has a
timestamp (t) and location (✓). A time series will be as shown
below:

F0(t = 0, ✓0), F1(t1, ✓1), F2(t2, ✓2), .. Fn(tn, ✓n), ...

F0 is the current failure at t = 0 and Fn is a future failure at
time t = tn. Spatial Locality (SL) is the conditional probability
of the event, given current failure is at location A, that a future
failure within time T will be in the same locale. SL is also a
function of granularity ⇥ which decides if ✓0 and ✓n are in the
same locale. Eq. 2 shows the spatial locality SL(T,⇥) defined
as the conditional probability. Since, the system has more than
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Fig. 4: QQ-plots showing goodness of fit for interarrival times of different systems with different probability distribution functions.

(a) (b)

Fig. 5: Weibull shape parameter of each system (overall) and each failure type (a), and Weibull shape parameter of each system
(overall) over time (b). Failures that do not have enough samples to generate a meaningful shape parameters are omitted from the
chart. Eos does not have enough failure events in each quarter to have statistically meaningful shape parameter in each quarter.

temporal locality and not autocorrelation. To answer this, we
look at the Weibull shape parameter and autocorrelation at
lag 1. The correlation between these two measures across
all systems is 0.84. In other words, a system with higher
autocorrelation has higher shape parameter (hence, low degree
of temporal locality). This shows a contradiction in the mea-
sures. This is because shape parameter captures the property
of system having a higher failure rate after a failure event has
occurred, while autocorrelation captures the periodicity in the
data.

Observation 4. Degree of temporal locality should not be
confused with auto-correlation. We show that auto-correlation
is useful for capturing periodicity, but not temporal locality.
In all the systems considered in this study, the amount of
periodicity is system failures in very limited.

In Fig. 5(a), the shape parameter of a failure type is
obtained by filtering out the failure events of the same type
from the logs and fitting the inter-arrival times into a Weibull
distribution. Naturally, the MTBF of different failure types
are also different, and hence, the scale parameter is also in
accordance to the MTBF and shape parameter. We do not
show scale parameter values because they are not related to
the degree of temporal locality. Our results indicate that the
degree of temporal locality varies significantly between the
failure types. It is interesting to see that the failures types that
are common among systems show similar degree of temporal
locality across different systems. For example, Kernel Panic
and LBUG are software related issues and they show low
Weibull shape parameter, i.e., high degree of temporal locality.
This is true across all systems that observe Kernel Panic and
LBUG. Similarly, Voltage fault does not show good temporal
locality and its Weibull shape parameter is closer to 1 or higher
than 1. This is true for all other systems except Eos XC30
where Voltage fault show smaller shape parameter (0.42).

Observation 5. Different failure types can have significantly
different degree of temporal locality. Some failure types, which
are common between different systems, also show similar
degree of temporal locality, such as Voltage Fault, Kernel Panic
and LBUG. The failure rate of common failure types may vary
across systems, but the degree of temporal locality may be very
similar. This can be exploited for other purposes including job
scheduling, proactive fault tolerance techniques.

Next, we attempt to understand how degree of temporal
locality varies over time for different systems. Fig. 5(b) shows
the Weibull shape parameter on quarterly basis for Jaguar XT4,
Jaguar XT5, Jaguar XK6, and Titan XK7 systems. The smallest
system in size, Eos XC30, has been committed because the
failure events in each quarter are not enough to draw a
statistically meaningful Weibull shape parameter. The Weibull
shape parameter for Jaguar XT4 varies between 0.58 and 0.99.
For Jaguar XT5, it declines from 0.76 down to 0.66, and
hence, showing an increase in the degree of temporal locality.
For Titan XK7, the Weibull shape parameter stays between
0.61 and 0.88 while showing a slight trend towards overall
decreasing average. But, as seen in the case of Jaguar XT4,
after Q1 2010 the Weibull shape parameter had a significant
increase and then a drop again in 2011, we can not draw
any conclusive trends from this data. These results indicate
that similar to MTBF metric, degree of temporal locality also
varies significantly over time and to varying extent for different
systems.

We also analyze how phases of MTBF change from
Fig. 1(a) correlate with quarterly Weibull shape parameter. The
correlation coefficient for Jaguar XT4, Jaguar XT5, Jaguar
XK6, and Titan is 0.81, 0.71, -0.97, and -0.03. Therefore,
increase in MTBF may result in higher shape parameter
for Jaguar XT4 and Jaguar XT5 while its the opposite for
Jaguar XK6. Moreover, Titan does not have any significant

5

QQ-plots showing goodness of fit for the failure inter-arrival times for 4 studied 
systems with different failure probability density functions (Weibull fits best)
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GPU Failures and Replacements in ORNL’s Titan

0

2500

5000

7500

10000

12500

2012−01−01 2013−01−01 2014−01−01 2015−01−01 2016−01−01 2017−01−01 2018−01−01 2019−01−01 2020−01−01

co
un
t

GPU swaps detected at inventories (narrow blue) and yearly sum totals for 2014 and later (wide gray)

2014-41

2014-42

2014-43

2014-44

2015-41

2015-42

2015-43

2015-44

2016-41

2016-42

2016-43

2016-44

2017-41

2017-42

2017-43

2017-44

2018-41

2018-42

2018-43

2018-44

2019-41

2019-42
0

100

200

300

400

500

600

1u
PE

eU
 of

 FD
LOu

Ue
s

ALL G38s: DBE
ALL G38s: 27B
2OG G38s: DBE
2OG G38s: 27B

Q
ua

rt
er

ly
 C

ou
nt

 o
f F

ai
lu

re
s

DBE – Double Bit Error

OTB – Off The Bus

I IIIII

“Old” GPUs

“New” GPUs



88

Root Cause: Non-ASR Components on SXM GPU

NVIDIA SXM – Location of a non-ASR

ASR = Anti-Sulfur Resistor

Silver-sulfide corrosion 
"Flowers-of-Sulfur"
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Cray XK7 Titan – Weekly GPU Failures
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Cray XK7 Titan - Weekly GPU Failures, All Categories, 2014 - Present

Remediation complete
11,000 SXMs replaced.

Rolling replacement of predicted 
SXM/GPU failures slows/reverses 

failure rates, as expected.

However, ~7600 original SXMs 
remained in the system.

1543 failures from the time the 
remediation was complete 
(Dec 2017) through Apr 2019. 

21.7/week
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GPU Life Visualization: Serial Number View
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GPU Life Visualization: Location View

Critical for:

• Understanding data

• Defining GPU Life

• Data processing 
verification 
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Traditional Reliability in HPC is Focused on MTBF
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Individual GPU Reliability: MTBF histogram for units that had at least one failure. 
Interpret carefully: lacks information from units with no failures!
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Cage and Node Effect Explainable by Airflow in Cabinet
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Fill-in Scheduling Effect Explainable via Torus Coordinate
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DOE Early Career Award: Resilience Design Patterns
Novel Ideas:

• Design patterns that cover the hardware and 
software architecture aspects of resilience

• Methods and metrics to holistically evaluate 
and coordinate fault management

• Reusable programming templates for 
resilience portability

• Tools for trading off performance, resilience, 
and power consumption at design and run time

Impact:

• Enables the systematic improvement of 
resilience in extreme-scale systems

• Keeps applications running to a correct 
solution in a timely and efficient manner in 
spite of frequent faults, errors, and failures

Accomplishments:

• Resilience design pattern specification with 
taxonomy, survey, and pattern anatomy, 
classification, catalog and language

• GMRES solver with portable multi-resilience 
against process failures and data corruption

• Performance, reliability and availability models 
for 15 structural resilience design patterns

Figure: The 31 identified resilience design patterns
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Resilience Design Patterns Specification

• Taxonomy of resilience terms and metrics

• Survey of resilience techniques

• Classification of resilience design patterns

• Catalog of resilience design patterns
– Uses a pattern language to describe solutions
– 4 strategy patterns, 7 architectural patterns, 15 

structural patterns, and 5 state patterns 

• Case studies using the design patterns

• A resilience design spaces framework

• Version 2.0 to be released soon
Saurabh Hukerikar and Christian Engelmann. Resilience Design Patterns: A Structured Approach to Resilience at Extreme Scale (Version 
1.2). Technical Report, ORNL/TM-2017/745, Oak Ridge National Laboratory, Oak Ridge, TN, USA, August, 2017. DOI: 10.2172/1436045

ORNL/TM-2017/745

Resilience Design Patterns
A Structured Approach to Resilience at Extreme Scale - version 1.2

Saurabh Hukerikar
Christian Engelmann

August 2017Approved for public release.

Distribution is unlimited.
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Design Space Exploration for Resilience 

• Vertical and horizontal pattern 
compositions describe the resilience 
capabilities of a system 

• Pattern coordination leverages 
beneficial and avoids counterproductive 
interactions

• Pattern composition optimizes the 
performance, resilience and power 
consumption trade-off
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PLEXUS: A Pattern-Oriented Runtime System Architecture for 
Resilient Extreme-Scale High-Performance Computing Systems

• PLEXUS implements pattern instances to 
provide a resilient environment for HPC 
applications

• Offers strategies for the resilience 
patterns to be instantiated, modified and 
destroyed by the runtime based on 
policies to meet resiliency needs

• Prototype covers MPI process failures 
and transient data corruption for a 
GMRES solver.

Monitoring	Framework Job Scheduler
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CUDA	RuntimesNumerical	Libraries
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Debugging,	
Profiling	
Libraries,	
Runtimes

Ple
xu
s	R
es
ilie
nt
	

Ru
nt
im
e	S
ys
tem

Application
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Application	Interfaces

Pattern Property Manager Interface Adapter

Pattern Factory Pattern RecyclePattern Modifier 

System Management Interface

Architecture of the Plexus resilient runtime system, interfacing 
with programming model runtimes, libraries, system monitoring 
and job and resource management. 

S. Hukerikar and C. Engelmann. PLEXUS: A Pattern-Oriented 
Runtime System Architecture for Resilient Extreme-Scale High-
Performance Computing Systems. 25th IEEE Pacific Rim 
International Symposium on Dependable Computing (PRDC) 
2020, Perth, Australia, December 1-4, 2020.
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RDPM: An Extensible Tool for Resilience Design Patterns Modeling

• Permits exploring the performance, 
reliability, and availability design 
space of extreme-scale 
supercomputers

• Offers customization of design 
parameters to optimize performance, 
reliability, and availability

• Allows the investigation of trade-offs 
for combining multiple individual 
resilience solutions

• Enables providing the most coverage 
against faults, errors and failures while 
minimizing the impact on 
performance 

(a) Performance (b) Reliability (c) Availability
Fig. 17. Multi-level Rollback performance, reliability, and availability

While the application itself is employing the Rollback pattern (level l = 0),
an additional Rollback pattern is employed for the o✏oaded computation (level
l = 1) to contain and mitigate GPGPU errors and failures using a more e�cient
strategy. The GPGPU computation is rolled back to a locally stored checkpoint
upon an error or failure. The performance, reliability, and availability are calcu-
lated based on the parameters for each pattern, making the GPGPU resilience
pattern a subsystem of the application resilience pattern.

While the application is waiting for the o✏oaded computation to finish, it
is assumed that no other computation takes place and there is no need to save
system state and progress to storage at level 0. Therefore, the application’s
failure free performance Tf=0 and performance under failure T are composed of
the corresponding performances at level 0 and 1 (Eqs. 7 and 8). The reliability
R(t) can be obtained using the performance under failure T and the failure
rate �u (or MTTF Mu) of the unprotected part of the system (Eq. 9). The
availability A can be calculated using the task’s execution time without any
resilience strategy TE and the performance under failure T (Eq. 10).

Tf=0 = Tf=0,l=0 + Tf=0,l=1 (7)

T = Tl=0 + Tl=1 (8)

R(t) = e��uT = e�T/Mu (9)

A =
TE

T
=

TE

Tl=0 + Tl=1
(10)

Fig. 17 shows the performance, reliability and availability of 2-level Rollback
using the parameters from in Fig. 7 with 80% of the task’s execution time TE

o✏oaded to a GPGPU, the time to save GPGPU state/progress to node-local
storage Ts,l=1 of 1 second and the time to load it and to roll it back the same.
Multi-level rollback provides better performance, reliability, and availability than
normal rollback pattern.

Rollback and N-modular Redundancy: The recent work OpenMP tar-
get o✏oad resilience [8] also considered employing the N-modular Redundancy
pattern. In this case, GPGPU errors and failures are detected and potentially
corrected using redundancy. The performance, reliability, and availability are
calculated similarly to the multi-level Rollback based on the parameters for each
pattern (Eqs. 7-10).

Fig. 18 shows the performance, reliability, and availability of this solution
using the parameters from Fig. 7, where 80% of TE o✏oaded to a GPGPU.
GPGPU redundancy N is 1, 2, or 3 and in time (↵ = 1), the times to replicate
the input Ti and to compare the outputs To are 0. The time to reboot a GPGPU
and use it again for redundancy Tr and the MTTR R are 1 minute. Inclusion
of redundancy further improves performance, reliability, and availability than
rollback pattern.

10

The performance, reliability, and availability of multi-level 
rollback (e.g., accelerator-level and application-level 
checkpoint/restart) modeled by the RDPM software tool with a 
varying system mean-time-to-failure (MTTF) of 24-168 hours (1-7 
days), 80% of the computation offloaded to the accelerator 
and protected by both levels, a 1 second checkpoint/restart 
time at the accelerator level and a 1, 5 or 10 minute 
checkpoint/restart time at the application level.

M. Kumar and C. Engelmann. RDPM: An Extensible Tool for Resilience Design Patterns Modeling. In Lecture Notes in Computer Science: Proceedings of the 
27th European Conference on Parallel and Distributed Computing (Euro-Par) 2021 Workshops: 14th Workshop on Resiliency in High Performance 
Computing (Resilience) in Clusters, Clouds, and Grids, August, 2021.



2020

Future Research and Development Needs (1/2)

• Resilience needs to become an integral part of the HPC 
hardware/software ecosystem through codesign

• The burden for resilience should be on the system by design and not on 
the operator or user as an afterthought

• Future smart HPC systems employ coordinated cross-layer and adaptive 
resilience solutions to:
– Offer efficient error and failure masking, recovery, and avoidance at the appropriate 

hardware or software component and compute or data granularity
– Handle errors and failures in specific components and granularities where it is most 

appropriate to do so and in coordination with the rest of the system
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Future Research and Development Needs (2/2)

• In the short term:
– Portable system/center monitoring and analysis solutions to enable identification of 

emerging reliability issues and their root causes
– Low-overhead software mitigation techniques (beyond global checkpoint/restart) to 

create a better resilience toolbox that can be used when needed

• In the long term:
– Autonomous resource management that considers the system/facility state and the 

involved performance, resilience and power consumption trade-offs
– Autonomous adaptation of systems and facilities to emerging reliability issues
– Machine-in-the-loop operational intelligence for systems and centers (OODA loop to 

improve productivity and lower costs)
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Questions?


